


 

 

  

 

 

 

 

 

 

 

S E R V E R  M A N A G E M E N T  

How does Security Explorer help with 
migrations? 
 
Security Explorer provides the ability to 
migrate access controls, and to clean up 
access post migration. 
 
Because Security Explorer can back and 
restore security settings to an alternate 
location, you can be sure that necessary 
access is in place on the new server(s) 
post migration. 
 
Search for, report on, and revoke access 
assigned to orphaned SIDs from accounts 
not migrated or no longer in existence.    
 
Update SID history when cloning 
permissions by finding all permissions 
assigned to a user’s legacy SID and 
swapping it out with the SID from the new 
domain. 
 
Pair up accounts from one domain to 
another when cloning permissions.  Match 
up accounts with the same name between 
two different domains and clone all 
permissions on one or more servers after 
the migration is complete. 
 
Security Explorer saves man-hours on 
every migration, and helps to ensure a 
smooth post-migration user experience. 
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SYSTEM REQUIREMENTS 

Management Console 

 Windows 7, Vista, XP  
 2008 R2, 2008, 2003  
 .Net Framework—3.5 or higher 
 
Managed Targets 

 File Servers: 2008 R2, 2008, 2003, 2000 
 Workstations: Windows 7, Vista, XP, 

2000 
 Exchange: 2007, 2003, 2000 
 SQL: 2008, 2005, 2000—Server and 

Express editions 
 SharePoint:  2007 and Windows  

SharePoint Services 3.0 

LICENSING 

Security Explorer is licensed based on the 
total number of enabled user accounts in 
the domain(s) managed. 

 

Easily search to find 
all resources to 
which a particular 
account has access, 
both directly 
assigned and/or 
access granted via 
group membership. 
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File Servers 
 Replaces the need to use Windows Explorer and 

complex command line tools like icacls, xcacls, and 
subinacl 

 Manage access on Windows Servers & desktops as 
well as on NAS/SAN devices 

 Manage permissions on NTFS, Shares, Registry, 
Printers, Services, and Tasks 
 

SharePoint 
 Identify SharePoint sites on your network and 

manage all security & group membership for entire 
SharePoint environment 

 Easily find who has access to SharePoint resources, 
and how they were granted 

 Eliminate need to wait for web pages to load when 
browsing SharePoint permissions 

 
SQL 
 SQL security model is complex with multiple levels of 

nesting; Security Explorer instantly exposes the 
permissions of all securable SQL objects 

 Create and Manage new SQL logins, users, 
schemas, and DB roles from one console 

 Highlight and address SQL user accounts with blank 
or insecure passwords 

 

Exchange 
 Exchange houses critical corporate data; permissions 

are stored both in AD and in the mailbox store 
 Security Explorer exposes all mailbox and directory 

permissions from one console 
 Eliminates the need to use Exchange Management 

console, Exchange Management Shell, ADUC,  
Outlook, and Public Folder Management console 

 

Local Users & Groups 
  Easily find users with local admin rights 
 Change local account passwords 
 Centrally manage local account properties such as 

changing account name and modifying group  
membership 

 

Services & Tasks  
 Centrally reset service and task passwords 
 Search for services and tasks based on numerous 

criteria 
 Manage service properties such as logon account 

name or startup type 
 

The Permissions Management Platform. 
Effectively Managing permissions can be time consuming and error prone, requiring the use of many different management 
consoles and command line tools.  Security Explorer provides an intuitive, security focused interface that performs all 
permissions management tasks, improving administrator productivity and reducing the potential for errors that can lead to 
security leaks or compliance issues. 


