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What’s New in Active Administrator 5.5?

Active Directory Management Made Easy

Active Administrator is a comprehensive, integrated Active Directory management and
auditing solution for tightening security, increasing productivity and improving business continuity
in organizations with Windows networks.

This new release extends and builds on the award-winning product features to expand Group

Policy Management and Reporting and adds innovative new functionality for Windows 2008 and

2008 R2 and Windows 7, along with several security enhancements to provide better compliance

and numerous smaller features for the system administrator to ease configurations, usability and

workflow. Acti ve Administrator is the Redmondés Reader @
Management.

The 5.5 release is focused around major enhancements in the following areas:

V  More Comprehensive Group Policy Management and Reporting
V Innovative New Features for Win2008 and Win2008 R2 to ease transition

V  Security Delegation and Active Template Enhancements for Stronger, Easier Security
Management

V Auditing and Reporting Enhancements to Simplify Reporting and Provide Actionable
Results
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More Comprehensive Group Policy Management and Reporting
New! Group Policy Comparison Reporting

This release introduces the new ability to compare and report on multiple group policies, in an

easy to use graphical display. This will allow administrators to compare side-by-side group

policies that are being used in production, as well as also to compare and report on what GP O 6 s
are live versus copies that are in the offline Group Policy Repository.
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New & Updated Group Policy Management Reports with Preferences

All reports have been updated to a new presentation format, which offers many small
improvements and customization options to the previous reporting platform. The product offers
new ability to manage and report on Group Policy preferences also for 2008 domains. Group
Policy Comments and versioning information is also included in the reports. Several of the
traditional Group Policy Reports, such as the Group Policy All Settings Report have been replaced
by new HTML style interactive reports, as shown below.
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Innovative New Features for Windows 2008 and 2008 R2
New! Automated Discovery and Auditing for New Domain Controllers

This release includes new platform support for Windows 7 and Windows 2008 R2, and also
introduces several new feature sets to help with transition and deployment as administrators take
advantage of the benefits of Windows 2008 and 2008 R2 and deploy new servers. The first new
feature set is around automated detection and discovery of all new domain controllers as they
are added onto the network. The Active Administrator system can now monitor specified domains
and detect when any new domain controllers are added, such as a new 2008 R2 domain
controllers or even a new Read-Only domain controller. The administrator can be notified when
new domain controllers are added onto the network, and can also choose to have the AA system
automatically install the auditing agents and configure auditing for these new DCs while
reviewing and managing the status at any time. The configuration and installation settings can be
customized as needed to meet different organizational requirements and helps to give a more
complete audit picture of activity.

|gj Automated Agent Deployment |

[Z] Excluded Domain Controllers

[@ Pending Installations

Help... l

. Domain Controller Discovery and Agent Deployment Configuration . x|
IV Enable automated agent t
ion type
& Install on target Domain Controller
¢ Audit from an agent on the following computer
—Audit Agent Startup account
Usemame: [ORLANDOTEST \emchale
Password: [eessessee
Confim password: [veeevece )
—SQL Authentication
' Windows Authentication
€ SQL Authentication
‘Wait the specified number of hour(s) after discovering the new Domain Controller before
installing the Audit Agent.
|24 Hour{s)
J¥ Enable service monitoring and recovery
ol

Now once an organization is configured
with Active Administrator the
administrator can be assured it will be
easier to maintain a more complete
auditing picture and compliance, and
will no longer have to remember to
install new auditing agents when DCs
are added.

Auditing within Active Administrator will
become a set once and forget about it
task!

New! Ability to Manage Fine Grained Password Policies

One significant change with Windows 2008 Active Directory is the ability to implement granular
password polices in a single domain, which allows different sets of password rules and account
lockout policies for distinct groups of users. This gives much more flexibility and control over an
organi zati ono6s gdhasciu a maltistepp praessst Usiogemative tools and Active
Administrator introduces a new, easy to use and configure area under Security management for
creating, editing and managing these policies.
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Fine Grained Password Policies

Fine-grained password polices always take
precedence over domain password policy
and they can be applied to both groups or
individual users.

For fine-grained password polices to be
implemented, all DCs must be running
windows 2008 and the domain must in
windows 2008 functional mode.

New! Ability to Restore from the AD Recycle Bin

The recovery feature set within Active Administrator has been expanded to include the ability to
restore easily from the new Microsoft built in Active Directory Recycle Bin. To use the built in
Active Directory Recycle Bin requires that the domain level functional level be Windows Server
2008 R2.

Auditing and Reporting Enhancements

New! Health Summary Report

The Server Manager Console introduces a new Health Summary Report, to comply with auditing
requirements and show in a centralized place what is being audited. This report also helps to
easily show and monitor what the deployment architecture of agents and servers being audited
are. This report information can be useful for administrators to be able to now use another new
feature in the Server Manager Console to move auditing agents from one server to another, while
retaining configuration settings.
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New! Action Based Alerting

The power of auditing data and the alerting framework have been expanded with 5.5 to include
remediation and actions based on specific conditions. So this means that using the auditing data
in AA can now be used to aut omadmeondaskd. si mpl i fy the

Rules can be defined as part of the auditing alerts to include one additional step to take action.
These actions that can include running a batch file, running executables or PowerShell cmdlets.
Several other smaller enhancements are also included within the notification and alerting
framework, such as the customer requested feature for AA to have the ability to now disable
alerts if needed.

Mertwaad
(3 Alert Action

Set an Action that this Alert will execute when an Alert condition is
reached.

V' Enable Alert Action

Program or script Itest2.exe

Arguments I

Execute program or script in this folder {optional)

¢ Execute the action using the Notification service account

" Execute the action using another account

«Back | Mewss | s | cancel

[ ertactonvarabies A w B
Variable | Description I
® ACTIONTEXT% Short description of the event.
® LEVENTTYPE% The type of event. For example, ‘Success Audit’.
= %EVENTSOURCE™ The source of the event. For example, ‘Security”.
® %.EVENTCATEGORY% The event category. For example, ‘Directory Service Access’.
= ZEVENTID% The event ID forthe event.
= EVENTDATE% The date the event occumed.
= LEVENTTIME% The time the event occumed.
= LEVENTUSER% The user who caused the event.
® EVENTCOMPUTER% The computer name the event occumed on.
® . EVENTDESCRIPTION% The details of the event.

Insert |
ok | cancel |
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Security Delegation and Active Template Enhancements

Version 5.5 adds a number of small enhancements around security delegation, such as
enhancements with browsing and setting Active Templates permissions. The Active Template
indicator now shows at a higher level in the tree, to help administrators see clearly at the top
level of the console display the status of the Active Templates without navigating down the tree.
If something is broken, make it easy to see it.

There are also new informational messages on best practices for setting security and additional
information when configuring Active Templates and setting permissions.

Summary

Active Administrator 5.5 introduces many new and exciting features and enhancements that add
significantly more value to an already powerful product. Active Administrator provides advanced
management features including centralized event auditing and reporting, backup and recovery,
simplified delegation of AD, and Group Policy offline editing and rollback; Active Administrator is
the most comprehensive approach on the market today for overall Active Directory management.
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