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Connection Protocols:

    FTP

    FTPS (SSL)

    SFTP

    FIPS certified and validated SSL and SFTP

    HTTP/S Web Transfer Client (Java Applet)

    AS2 (Applicability Statement 2)

File Transfer Optimization:

    Checkpoint restart (auto-resume)

    File integrity checking (crc checksum)

    Accelerated transfers (multi-part)

    Compression transfers (zlib compression)

Legenda:
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Data Security:

    Streaming repository encyption (EFS)

    PGP encrypt/decrypt

    Data sanitization (wiping)

Password and Account Security:

    Password complexity policy for users and admins

    Disallow recent passwords

    Forced and user initiated password reset

    Expire accounts on set date

    Disable invalid login accounts(temp or permanent)

    Expire or remove inactive accounts

    Expire password with e-mail reminders

Connection Security:

    IP ban/access list for servers, sites, admins or users

    Hide/modify FTP/S and SFTP login banners

    Block site-to-site transfers

    Block certain file types

Legenda:
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Compatibility:

    Windows 2008 support

    Server root folder can point to local drive, SAN or NAS

    64-bit Windows (x64) support

Authentication:

ODBC Database authentication

NTLM authentication

AD authentication

Native (proprietary) authentication

LDAP authentication

Scalability and DR:

Active-passive clustering

Backup and restore wizard

Legenda:
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Administration:

Secure Remote Administration

COM API administration

Role-based administrators on a per Server and Site basis

Role-based administrators for create user or password 
change

 

Auditing & Reporting:

Flat file logging

Real-time user monitoring w/kick user

SQL Database driven auditing of all server transactions

Complete customizable reporting solution

Oracle Database driven auditing of all server transactions

Auditing of all administrator changes

Legenda:
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Process Automation - Event Rule Triggers:

Rule Actions in response to server stimuli

Rule Actions in response to changes in a hot folder

Rule Actions on a recurring scheduled basis

Rule Actions via Web Services invocation

Process Automation - Event Rule Actions:

    Send email notifications

    Offload (PUT) files via FTP/S, SFTP, HTTP/s or LAN

    Offload files via AS2 protocol

    Download (GET) files via FTP/S, SFTP, HTTP/S or LAN

    PUT/GET using Proxy, SOCKS, or DMZ Gateway server

    Launch external processes with parameters

    Clean-up old data

    Generate and send reports (PDF, HTML)

    Automatically PGP encrypt/decrypt

Legenda:
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Resource Management   

Settings templates (set once and apply to many)

Premissions groups for folder access

Set user home folders (automatic, manual, with variable 
support

Set limits for disk quota, bandwidth file trnasfers, 
connections

Create physical or virtual folders & map to UNC paths

Optionally allow anonymous access

Legenda:
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